OHSU HEALTHCARE

Notice of Privacy Practices

THIS NOTICE DESCRIBES HOW
MEDICAL INFORMATION ABOUT YOU
MAY BE USED AND DISCLOSED AND
HOW YOU CAN GET ACCESS TO THIS
INFORMATION. PLEASE REVIEW IT
CAREFULLY.

Effective Date January 1, 2017

A. PURPOSE OF THIS NOTICE.

Oregon Health & Science University (“OHSU”)
is committed to preserving the privacy of your
health information. In fact, we are required by
law to do so for any health information created
or received by us. OHSU is required to provide
this Notice of Privacy Practices (“Notice”) to
you. The Notice tells you how we can and
cannot use and disclose the health information
that you have given to us or that we have
learned about you when you were a patient in
our system. It also tells you about your rights
and our legal duties concerning your health
information.

OHSU is required to abide by this Notice and
any future changes to the Notice that we are
required or authorized by law to make at

all OHSU locations, including the schools of
Dentistry, Medicine, Nursing, and Science &
Engineering; OHSU Hospital, and Doernbecher
Children’s Hospital; numerous primary

care and specialty clinics; multiple research
institutes and centers; and several community
service and outreach programs. This Notice
applies to the practices of:

» All OHSU employees, volunteers, students,
residents and service providers, including
clinicians, who have access to health
information.

* Any health care professional authorized to
enter information into your OHSU health
record.

* Any non-OHSU clinicians who might
otherwise have access to your health
information created or kept by OHSU, as a
result of, for example, their call coverage for
OHSU clinicians.

For the rest of this Notice, “OHSU,” “we” and
“us” will refer to all services, service areas,
and workers of OHSU. When we use the words
“your health information,” we mean any
information that you have given us about you
and your health, as well as information that
we have received while we have taken care of
you (including health information provided to
OHSU by those outside of OHSU).

We will have a copy of the current Notice with
an effective date in clinical locations and on
our website at http://www.ohsu.edu/xd/about/
services/integrity/ips/npp.cfm.

B. USES AND DISCLOSURES OF HEALTH
INFORMATION FOR TREATMENT,
PAYMENT AND HEALTH CARE
OPERATIONS AT OHSU.

1. Treatment, Payment and Health Care
Operations.

The following section describes different ways
that we use and disclose health information
for treatment, payment and health care
operations. For each of those categories, we
explain what we mean and give one or more
examples. Not every use or disclosure will
be noted and there may be

incidental disclosures that are a

byproduct of the listed uses and

disclosures. The ways we use and

disclose health information will

fall within one of the categories.
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a. For Treatment. We may use your health
information to provide you with medical
or dental treatment or services. We may
disclose your health information to staff
physicians, staff dentists, post-graduate
fellows, midwives or nurse practitioners,
and other personnel involved in your
health care. We may also disclose your
health information to students and
resident physicians who, as a part of their
OHSU educational programs (and while
supervised by physicians or dentists), are
involved in your care. Treatment includes
(a) activities performed by nurses, office
staff, hospital staff, technicians and
other types of health care professionals
providing care to you or coordinating or
managing your care with third parties,
(b) consultations with and between
OHSU providers and other health care
providers, and (c) activities of non-OHSU
providers or other providers covering an
OHSU practice by telephone or serving as
the on-call provider.

For example, a physician or dentist
treating you for an infection may need to
know if you have other health problems
that could complicate your treatment.
That provider may use your medical
history to decide what treatment is

best for you. They may also tell another
provider about your condition so that he
or she can decide the best treatment for
you.

b. For Payment. We may use and disclose
your health information so that we may
bill and collect payment from you, an
insurance company, or someone else for
health care services you receive from
OHSU. We may also tell your health
plan about a treatment you are going to
receive to obtain prior approval, or to
determine whether your plan will pay for
the treatment.

For example, we may need to give your
health plan information about surgery

you received at OHSU so your health
plan will pay us or reimburse you for the
surgery.

c. For Health Care Operations. We may use
and disclose your health information in
order to run the necessary administrative,
educational, quality assurance and
business functions at OHSU.

For example, we may use your health
information to evaluate the performance
of our staff in caring for you. We may
also use health information about
patients to help us decide what additional
services we should offer, how we can
improve efficiency, or whether certain
treatments are effective. Or we may give
health information to doctors, nurses,
technicians, or health profession students
for review, analysis and other teaching
and learning purposes.

2. Fundraising Activities.

As a part of OHSU’s healthcare operations,
we may use and disclose a limited amount
of your health information internally, or

to the OHSU Foundation and Doernbecher
Children’s Hospital Foundation (collectively,
“Foundations”) to allow them to contact
you to raise money for OHSU. The health
information released for these fundraising
purposes can include your name, address,
other contact information, gender, age,

date of birth, dates on which you received
service, health insurance status, the outcome
of your treatment at OHSU and your
treating physician’s name and department
at OHSU. Any fundraising communications
you receive from OHSU or its Foundations
will include information on how you can
elect not to receive any further fundraising
communications from OHSU.

3. Uses and Disclosures You Can Limit.

a. Hospital Directory. Unless you notify us
that you object, we may include certain
information about you in the hospital
directory in order to respond to inquiries



from friends, family, clergy and others
who inquire about you when you are a
patient in the hospital. Specifically, your
name, location in the hospital and your
general condition (e.g., good, fair, serious,
critical) may be released to people who
ask for you by name. In addition, your
religious affiliation may be given to a
member of the clergy, such as a priest or
rabbi, even if they don’t ask for you by
name.

. Family and Friends. Unless you notify
us that you object, we may provide your
health information to individuals, such as
family and friends, who are involved in
your care or who help pay for your care.
We may do this if you tell us we can do
so, or if you know we are sharing your
health information with these people and
you don’t stop us from doing so. There
may also be circumstances when we

can assume, based on our professional
judgment, that you would not object. For
example, we may assume you agree to
our disclosure of your information to
your spouse if your spouse comes with

you into the exam room during treatment.

Also, if you are not able to approve or
object to disclosures, we may make
disclosures to a particular individual
(such as a family member or friend),

that we feel are in your best interest and
that relate to that person’s involvement
in your care. For example, we may tell
someone who comes with you to the
emergency room that you suffered a
heart attack and provide updates on your
condition. We may also make similar
professional judgments about your best
interests that allow another person to
pick up such things as filled prescriptions,
medical supplies and X-rays.

C. OTHER PERMITTED USES AND
DISCLOSURES OF HEALTH CARE
INFORMATION.

We may use or disclose your health
information without your permission in

the following circumstances, subject to all
applicable legal requirements and limitations:

1. Required By Law. As required by federal,
state, or local law.

2. Public Health Activities. For public health
reasons in order to prevent or control
disease, injury or disability; or to report
births, deaths, suspected abuse or neglect,
non-accidental physical injuries, reactions
to medications, school immunizations
under certain circumstances or problems
with products.

3. Victims of Abuse, Neglect or Domestic
Violence. To a government authority
authorized by law to receive reports of
abuse, neglect or domestic violence when
we reasonably believe you are the victim
of abuse, neglect or domestic violence and
other criteria are met.

4. Health Oversight Activities. To a health
oversight agency for audits, investigations,
inspections, licensing purposes, or as
necessary for certain government agencies
to monitor the health care system,
government programs, and compliance
with civil rights laws.

5. Lawsuits and Disputes. In response to a
subpoena, discovery request or a court or
administrative order, if certain criteria are
met.

6. Law Enforcement. To a law enforcement
official for law enforcement purposes as
required by law; in response to a court
order, subpoena, warrant, summons or
similar process; for identification and
location purposes if requested; to respond
to a request for information on an actual
or suspected crime victim; to report a
crime in an emergency; to report a crime
on OHSU premises; or to report a death if



10.

11.

12.

the death is suspected to be the result of
criminal conduct.

Coroners, Medical Examiners and
Funeral Directors. To a coroner or
medical examiner, (as necessary, for
example, to identify a deceased person

or determine the cause of death) or to a
funeral director, as necessary to allow him/
her to carry out his/her activities.

Organ and Tissue Donation. To
organizations that handle organ
procurement or organ, eye or tissue
transplantation, or to an organ donation
bank, as necessary to facilitate a donation
and transplantation.

Research. For research purposes under
certain limited circumstances. Research
projects are subject to a special approval
process. Therefore, we will not use or
disclose your health information for
research purposes until the particular
research project, for which your health
information may be used or disclosed,
has been approved through this special
approval process.

Serious Threat to Health or Safety;
Disaster Relief. To appropriate
individual(s)/organization(s) when
necessary (1) to prevent a serious threat to
your health and safety or that of the public
or another person, or (ii) to notify your
family members or persons responsible for
you in a disaster relief effort.

Military. To appropriate domestic or
foreign military authority to assure proper
execution of a military mission, if required
criteria are met.

National Security; Intelligence
Activities; Protective Service. To
federal officials for intelligence,
counterintelligence, and other national
security activities authorized by law,
including activities related to the
protection of the President, other
authorized persons or foreign heads of

state, or related to the conduct of special
investigations.

13. Inmates. To a correctional institution (if
you are an inmate) or a law enforcement
official (if you are in that person’s custody)
as necessary (a) to provide you with
health care; (b) to protect your or others’
health and safety; or (c) for the safety and

security of the correctional institution.

14. Workers’ Compensation. As necessary
to comply with laws relating to workers’
compensation or similar work-related

injury program.

D. WHEN WRITTEN AUTHORIZATION IS
REQUIRED.

Other than for those purposes identified above
in Sections B and C, we will not use or disclose
your health information for any purpose unless
you give us your specific written authorization
to do so. Special circumstances that require

an authorization include most uses and
disclosures of your psychotherapy notes,
certain disclosures of your test results for the
human immunodeficiency virus or HIV, uses
and disclosures of your health information

for marketing purposes that encourage you

to purchase a product or service, and for

sale of your health information with some
exceptions. If you give us authorization, you
can withdraw this written authorization at any
time. To withdraw your authorization, deliver
or fax a written revocation to OHSU Health
Information Management, Mail Code OP17A,
3181 S.W. Sam Jackson Park Road, Portland, OR
97239; fax: (503) 494-6970. If you revoke your
authorization, we will no longer use or disclose
your health information as allowed by your
written authorization, except to the extent that
we have already relied on your authorization.

E. YOUR RIGHTS REGARDING YOUR HEALTH
INFORMATION.

You have certain rights regarding your health
information which we list below. In each

of these cases, if you want to exercise your
rights, you must do so in writing by completing
a form that you can obtain from the OHSU



Information Privacy and Security Office, Mail
Code ITGO09, 3181 S.W. Sam Jackson Park Road,
Portland, OR 97239, or on the Web at http://
www.ohsu.edu/xd/about/services/integrity/
policies/ips-policies-hipaa-forms.cfm#results.
In some cases, we may charge you for the costs
of providing materials to you. You can get
information about how to exercise your rights
and about any costs that we may charge for
materials by contacting the OHSU Information
Privacy and Security Office at (503) 494-0219.

1. Right to Inspect and Copy. With some
exceptions, you have the right to inspect
and get a copy of the health information
that we use to make decisions about
your care. For the portion of your health
record maintained in our electronic health
record, you may request we provide that
information to or for you in an electronic
format. If you make such a request, we
are required to provide that information
for you electronically (unless we deny
your request for other reasons). We may
deny your request to inspect and/or copy
in certain limited circumstances, and if
we do this, you may ask that the denial be
reviewed.

2. Right to Amend. You have the right
to amend your health information
maintained by or for OHSU, or used by
OHSU to make decisions about you. We
will require that you provide a reason
for the request, and we may deny your
request for an amendment if the request
is not properly submitted, or if it asks
us to amend information that (a) we
did not create (unless the source of the
information is no longer available to make
the amendment); (b) is not part of the
health information that we keep; (c) is of
a type that you would not be permitted to
inspect and copy; or (d) is already accurate
and complete.

3. Right to an Accounting of Disclosures.
You have the right to request a list and

description of certain disclosures by OHSU
of your health information.

Right to Request Restrictions. You

have the right to request a restriction or
limitation on the health information we
use or disclose about you (a) for treatment,
payment, or health care operations, (b)

to someone who is involved in your care
or the payment for it, such as a family
member or friend, or (c) to a health plan
for payment or health care operations
purposes when the item or service for
which OHSU has been paid out of pocket
in full by you or someone on your behalf
(other than the health plan). For example,
you could ask that we not use or disclose
information about a surgery you had, a
laboratory test ordered or a medical device
prescribed for your care. Except for the
request noted in 4(c) above, we are not
required to agree to your request. Any
time OHSU agrees to such a restriction, it
must be in writing and signed by the OHSU
Privacy Officer or his or her designee.

Right to Request Confidential
Communications. You have the right to
request that we communicate with you
about health matters in a certain way or at
a certain place. OHSU will accommodate
reasonable requests. For example, you can
ask that we only contact you at work or by
mail.

Right to a Paper Copy of This Notice.
You have the right to a paper copy of this
Notice, whether or not you may have
previously agreed to receive the Notice
electronically.

Right to be Notified of a Breach. You have
the right to be notified if there is a breach
—a compromise to the security or privacy
of your health information — due to your
health information being unsecured. OHSU
is required to notify you within 60 days of
discovery of a breach.
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F. REVISIONS TO THIS NOTICE.

We have the right to change this Notice

and to make the revised or changed Notice
effective for health information we already
have about you, as well as any information
we receive in the future. Except when
required by law, a material change to any
term of the Notice may not be implemented
prior to the effective date of the Notice

in which the material change is reflected.
OHSU will post the revised Notice at OHSU
clinical locations and on its website and
provide you a copy of the revised notice
upon your request.

G. QUESTIONS OR COMPLAINTS.

If you have any questions about this Notice,
please contact OHSU (503) 494-8311. If you
believe your privacy rights have been violated,
you may file a complaint with OHSU or with
the Secretary of the Department of Health

and Human Services. To file a complaint with
OHSU, contact OHSU at (503) 494-8311. You will
not be penalized for filing a complaint.

This Notice tells you how we may use and
share health information about you. If you
would like a copy of this Notice, please ask
your health care provider.

Inclusive Patient Care and Communication

OHSU IS COMMITTED TO PROVIDING INCLUSIVE PATIENT CARE.

OHSU complies with applicable state and
federal civil rights laws and does not
discriminate, exclude people or treat them
differently on the basis of:

* Race * Color
* National origin + Age
* Disability; or * Sex.

WE ARE HAPPY TO HELP YOU WITH
COMMUNICATION AIDS AND LANGUAGE
ACCESS.

OHSU provides free auxiliary aids and services
to people with disabilities to communicate
effectively with us, such as:

* Qualified sign language interpreters

» Written information in other formats (large
print, audio, accessible electronic formats
and other formats)

OHSU also provides free language services to
people whose primary language is not English,
such as:

* Qualified interpreters
* Information written in other languages

If you need these services, contact your care
provider’s office. They will make the language
services arrangements for you. OHSU offers
free language services in over 120 languages.

WE ARE HERE TO HELP YOU WITH YOUR
CONCERNS.

If you believe that OHSU has failed to provide
these services or discriminated in another
way on the basis of race, color, national origin,
age, disability or sex, you can file a grievance
in writing with the Patient Advocate at the
Patient Relations Office, 3181 SW Sam Jackson
Park Road, Mail Code: UHS-3, Portland OR
97239, Phone: 503-494-7959, Fax: 503-494-
3495, Email: advocate@ohsu.edu. You can file
a grievance in person or by mail, fax or email.
If you need help filing a grievance, the Patient
Advocate is available to help you.

You can also file a civil rights complaint with
the U.S. Department of Health and Human
Services, Office for Civil Rights, electronically
through the Office for Civil Rights Complaint
Portal, available at https://ocrportal.hhs.gov/
ocr/portal/lobby.jsf, or by mail or phone at: U.S.
Department of Health and Human Services,
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200 Independence Avenue SW., Room 509F,
HHH Building, Washington, D.C. 20201, 1-800-
868-1019, 800-537-7697 (TDD). Complaint forms
are available at http://www.hhs.gov/ocr/office/
file/index.html.

LANGUAGE SERVICES NOTIFICATION:
TRANSLATIONS FOR MOST-SPOKEN
LANGUAGES IN OREGON.

Language assistance services (in person, live
over the phone or live video) are available

to you free of charge upon request. Please let
your provider’s office staff know that you need
language services for your visit.

English

If you speak [insert language], language
assistance services, free of charge, are
available to you. Call your care provider’s
office and they are happy to make the language
services arrangements for you.

Espaiiol (Spanish)

Si usted habla espafiol, contamos con servicios
de asistencia de idiomas, sin costo, disponibles
para usted. Si necesita estos servicios,
comuniquese al consultorio de su proveedor
de atencion médica. Ellos gustosamente
coordinaran los servicios de idiomas para
usted.

Tiéng Viét (Vietnamese)

Néu ban ndi tiéng Viét, dich vu ho trg ngon
ngtt, mién phi, cé sdn danh cho ban. Néu ban
can nhitng dich vu nay, hay lién lac van phong
cta bac si chdm séc cia ban. Ho sé san sang
thu xép cac dich vu ngén ngtt cho ban.

F13Z(Chinese-Simplified)

MBEIEHNL, AABRERZNESEIRS.
MREFEZXLERS, ERAGRERUEENDLA
E, iTEREAEBELHHE B R,

Pycckuii (Russian)

Ecyix BBl TOBOPUTE HA PYCCKOM SI3BIKE,

BaM MOI'YT IIpef0CTaBUTh O6ecIylaTHbIe
YCJIYTH IlepeBogurKa. Eciid BaM Tpe6yroTcsa
TaKue yCJIyryd, 06paTUTEeCh B 0QUC CBOETO
II0CTaBIIUKA MEeJUITUHCKUX YCIIYT.
COTPYZHUKH C PaflOCThIO IIPEIOCTaBAT BaM
IIepeBOoUHKa!

4%, ool X|& ME[AE
%‘— UFLICH O] ME[AT}
HEX ALF2of
ASISHYAIL. #SHE flol 7|70 210 ME|AE
zHlsi=d AL

Vkpaincepka (Ukrainian)

SIKI1110 BU PO3MOBJISIETE YKPAlHCHKOK MOBOIO,
II0CJIyTY MOBHOI JOIIOMOTH AOCTYIIHI [IJIs Bac
6€e3KOIIITOBHO. SIKII0 BaM IIOTPiOHI I1i ITI0CTyTH,
3B’SDKIThCA 3 0piCOM BaIlIOro II0CTavyaJbHUKA
1ocayT. BoHU 6yayTh paji HaaTu BaM
II0CJIyTY MOBHOI JOIIOMOTH.

HAEE (Japanese)

HRIDBEBEIEHAZE CTCHNIE. SB P R—MF—E
2EERICTCCHBRLTWE T, U—EXEHFED
BEICIX. BRIcDT 7 TONAY —BHEAFETCIE
BLLIESVWBATERBYR— M —EXDFRZ W\
LX,

1,2 (Arabic)

oda ] gliss S 13] Llowe ) dobie dysalll Suslud] Olaus OB syl Giuous S 13)]
Ol shab shisw dla Osabsll OsSw .y polsd] D)) pate CaSle Jaild (Sl
ot oo gl Oloasdls dalsal).

Romana (Romanian)

Daca vorbiti romana, puteti beneficia de
asistenta lingvistica gratuita. Daca aveti
nevoie de astfel de servicii, luati legatura cu
biroul furnizorului dvs. de servicii medicale.
Reprezentantii acestuia va vor ajuta cu placere
sa beneficiati de asistenta lingvistica.

yS-gyl i (Mon- Khmer Cambodlan)
UiﬁjSUnnﬁHSﬁStimﬁmﬁﬂ HS- 81—511 mﬁﬂS’Hii
SF ﬁjmﬁswﬁsmmﬁnmsﬁﬁmﬁsnnﬁﬁsrﬁ
wﬁﬁﬁﬁﬁmi"l UiﬁjSUnﬂﬁHSﬁﬁﬁmiﬁjmmh
Si: ﬁji:igSﬁﬁgshﬂmsmiuﬂmeSﬁﬁﬁmmi
GtmiﬁﬁmﬂﬁHSﬁ“J nﬁﬁimmﬁﬁﬁﬁshmiﬂﬁﬁ
ﬁjiﬂﬁSiﬁmﬁﬂﬁﬁjmﬂﬁJUnUﬂﬂﬁHSﬁﬂ

Oroomiffa (Oromo)

Afaan Kuush (Oromoo) , dubbattu yoo ta’e,
tajaajilliwwan deeggarsa afaanii, kaffaltii irraa
bilisa ta’an, isiniif ni jiraatu.Tajaalilawwan
kanneen ni barbaaddu yoo ta’e , wajjira
dhiyeessaa deeggarsa keessanii qunnamaa.
Isaan gammachuudhaan tajaajilawwan afaanii
isiniif mijeessu.
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Deutsch (German)

Wenn Sie Deutsch sprechen, stehen fiir

Sie kostenlos Sprachassistenzdienste zur
Verfiigung. Wenn Sie diese Dienste in Anspruch
nehmen mochten, wenden Sie sich bitte an

das Biro Ihres Leistungserbringers. Dort wird
man die Sprachassistenzdienste gerne fur Sie
arrangieren.

..t (Farsi)

D9 lys Loy pusiwd 30 OGS Cygo dy b3 SwS s Al o Cummo Guld 0L 4 S
Iy ey Olosie Lo LT 00,80 ule Olods 0uins ) 785 b o)l 3L b puagw o3l 43,5
L e 48 oblasl 50 b sle g b Gusiwd Sl

Francais (French)

Sivous parlez francais, des services d’aide
linguistique gratuits sont a votre disposition.
Si vous nécessitez ces services, contactez le
cabinet de votre prestataire de soins. Ils se
feront un plaisir d’organiser ces services
linguistiques pour vous.

e (Thai)

mnhuwameilang azdudmsanusrginaememumuitaghideildaie wnn
hudesmslduimsdenan ldsadadadinnugliuinsgua Seswdousiazdam
vImememnuamsilitnaviu
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